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1 Digital Certificate 

Certificates issued by Dohatec CA are in X.509 v3 format. In Microsoft windows machines, 

these are recognized by the extension „.cer‟. 

To view a certificate, simply double click the .cer file. 

 

 To view the details of a certificate, click the „Details‟ tab. 
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 The hierarchy of trust for a certificate can be seen by clicking the „Certification Path‟ tab. 
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In this example, the certificate is issued by Dohatec CA, whose certificate is issued by CCA 

Bangladesh. 

 

2 PKCS #12 Files 

 

PKCS stands for Public Key Cryptographic Standard. PKCS #12 is the standard for transporting 

the private key along with the certificate securely. It has both the private key and the certificate. 

The private key is encrypted. 

 

When the Subscriber downloads the certificate into the IE browser, the certificate is stored in the 

key store where the private key is generated. To use the credentials in some other machine, the 

Subscriber has to export the private key and the certificate from the browser as a PKCS #12 file. 

 

The extension for the PKCS #12 file is either „.p12‟ or „.pfx‟ 

  

2.1 Exporting a PKCS#12 File from the Browser 

 Open an Internet browser window 

 Click the Tools > Internet Options tab on the IE browser 

 Click on the Content > Certificates tab on the dialog box shown 

 

 
 Choose the certificate to be exported and click on the export option. 
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 Click Next to the dialog to continue. 

 

 
 

 To export the private key with the certificate, choose the option „Yes‟ and click „Next‟ 
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 Select the box indicated to include the CA certificate also with the Subscriber‟s 

certificate and Click „Next‟ 

 

 

 Enter the password to protect the PKCS#12 file 
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 Choose the file name and location to save the file. Give the extension of the file as 

„.p12‟ or „.pfx‟ 

 

 Click Finish to export the private key and the certificates. 



 

8 
 

 

 A dialog box will be shown for accessing certificate containing the private key. Click 

„OK‟ to Continue. 

 

 A message will be shown indicating the successful completion of the export. 
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2.2 Importing PKCS#12 Form into the eToken 

Getting Started 

To start the process, procure the Digital Certificate Enrollment Kit from Dohatec CA or its 

Registration Authorities. The kit contains: 

• USB Token (Safenet eToken pro 72K) 

• Installation CD contains: 

 USB Drivers 

Note: 

• Use the Installation CD to install the USB Token driver. 

• Ensure the following before installing the USB token driver. 

 

1. To install eToken Pro 72K drivers, insert the CD. 

2. Click on the Windows Installer Package named ‘SafeNetAuthenticationClient-x32-

x64-8.1-SP1.exe’, (if the OS is 32/64 bit then click on „SafeNetAuthenticationClient-

x32-x64-8.1-SP1.exe’) accept the License Agreement and proceed with installation. 

3. Insert the eToken USB Token in the USB port of the computer, if prompted 

4. Restart the computer after the installation is complete. 

After completing the installation process now go to Start > All Programs > Safenet > Safenet 

Authentication Client > Safenet Authentication Client Tools with your eToken inserted, the 

following screen is displayed. 
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Renaming the eToken: 

 

For additional convenience and ease of identification, the eToken names can also be 

personalized. Click “Rename eToken” on the eToken Properties screen.  
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 Enter the new eToken name in the eToken name field and click on "OK" to set the 

eToken name. 

 Click “OK” and in the eToken Properties window the new eToken name is displayed 
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Changing the eToken Password: 

 

All eTokens are configured at manufacture with the factory default password. This password is 

normally “1234567890”. Click “Change eToken password” on the eToken Properties screen and 

the following eToken Properties dialog is displayed: 

 

 

Enter your current eToken password in the “Current Token Password” field and, the new 

password in the “New Token Password” field. Confirm new Password and click “OK” to set the 

new Password. 
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Import Procedure: 

 

Select the „Advanced‟ option on the Token properties screen. If password is necessary then 

provide the Token password to login and start importing the certificate. 

 

 Right click on eToken name (here eToken Pro Java) then click "Import certificate" to 

import your certificate from ".PFX file" from a location on your Computer. 

 

 

 Select “Import certificate from the file” and click “OK”. 
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 Select the path of the “.Pfx” file and click “OK”. 

 

 A prompt for Password for the private key appears. Give the password that you had set to 

protect the file, while exporting the certificate and click “OK” 
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A certificate that is stored on the computer may be part of a hierarchical structure with more than 

one Certificate in the chain up to the Root CA. Importing a CA Chain takes the CA certificate 

and the complete CA Chain up to the root certificate that is stored on the computer and places it 

on the eToken. 

 When the certificate is imported onto the eToken the following message confirming the 

import the CA certificates. Click on „Yes‟ to import the Root certificates. 

 

 
 

 A message confirming that the import was successful is displayed. 
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 The imported certificate can be checked under „User Certificates‟. 


